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• The risk of fraud is a serious 
concern for all types of 
enterprises, but fraud can be 
particularly damaging to a 
nonprofit organization, for which 
a damaged reputation can have 
devastating consequences.
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Nonprofits can be particularly 
attractive targets for 
fraudsters.  
Board members are likely 
passionate about their 
agencies and their missions 
and are naturally trusting of 
others who share their interest 
(or who pretend to).
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• Board members and executives 
who are dedicated and talented in 
their particular fields may not be 
well versed in financial issues and 
internal controls.
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Nonprofits may 
have only limited 
resources available 
to address internal 
controls
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• This makes them vulnerable to 
someone who could recognize this 
lack of controls and use it as an 
opportunity to commit fraud.
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“Fraud cannot occur unless an opportunity is 
present. Opportunity has two aspects: the inherent 
susceptibility of the [organization’s] accounting to 
manipulation, and the conditions within the 
[organization] that may allow a fraud to occur.”

Source: Center for Audit Quality
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• the opportunity for fraud is also 
affected by an organization’s 
culture, a factor that is often 
overlooked.
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Associations also 
frequently experience 
relatively high staff 
turnover, making 
training and adequate 
segregation of duties 
more difficult.
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• Finally, many nonprofits depend 
heavily on volunteers and other 
community members, which can 
further complicate efforts to 
establish or maintain internal 
controls. It is important to 
remember that internal controls 
provide only reasonable—not 
absolute—assurance that the 
objectives of an organization will 
be met. 

10

• Fraud schemes in nonprofits can 
include: 

• check fraud 

• embezzlement 

• expense fraud 

• misappropriation of funds for 
personal use 

• fictitious vendor schemes, and 

• outright theft of cash or assets 
- to name a few.
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• too much confidence in one 
person 

• executive director may be 
responsible for almost 
everything – from writing 
checks to approving vendors. 

12



• What is the tone at the top with respect to ethical behavior?  

• How often is the Board reviewing financial transactions?  

• Do you have a written conflict of interest policy?  

• Are officers, directors, and key employees required to annually disclose interests that 
could give rise to conflicts?  

• Do you have a written accounting policy handbook that identifies each significant  
accounting position and describes job responsibilities?  

• Does the accounting policy describe processes and internal controls related to each 
major transaction cycle? Does it spell out who should have corporate credit cards and 
who can write and sign checks?  

• Do you regularly monitor and enforce compliance with each of the above policies? 

What’s your risk?
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How to protect your association
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• Unclear invoices 

• Vendors you haven’t heard of or 
those with unclear information (like 
no physical address) 

• Multiple monthly invoices from one 
vendor 

• Large vendor amounts divided 
amongst multiple invoices 

• Low visibility of individuals dealing 
with payments

Look for Red Flags
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• provide clear transparency 

• allow for multiple oversight 

• perhaps use outside accountant 
separate from management  

• delineate who has access to what 

• and enforce it!

Implement policies that:
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• Billing fraud, including credit card abuse and creation 
of fictitious vendors. Frequency: 25% 

• Skimming, in which funds are diverted before they are 
ever recorded on the books. This fraud is most likely 
to happen when the funds are in the form of cash. 
Frequency: 19.2% 

• Expense reimbursement fraud, in which an employee 
claims reimbursement for fictitious or inflated 
business expenses. Frequency: 25%.  

• Check tampering, a scheme in which an employee 
intercepts, forges or alters a check. Frequency: 25% 

• Payroll manipulation, which includes fraudulent 
timekeeping, fictitious employees, and continued 
payment of terminated employees. Frequency: 13.5%.  

• Corruption, in which an employee abuses his or her 
influence in a business transaction. This situation 
includes board members or executives with conflicts 
of interest, as well as bribing. Frequency: 28.8%

29.3% of fraud cases are due to a 
complete lack of internal controls  

Source: ACFE

17

• provide clear transparency 

• allow for multiple oversight 

• perhaps use outside accountant 
separate from management  

• delineate who has access to what

Don’t neglect oversight
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• all board members need to 
understand how to read financial 
statements and be alert to warning 
signs of errors, fraud, or abuse.   

• unfortunately associations tend 
not to recruit board members with 
experience running organizations 
and overseeing financial 
responsibilities.  

• each Board member has a fiduciary 
responsibility to the association

Knowledge is Power
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• 40% of fraud cases were not 
reported to the police, and the 
most commonly cited reason was 
fear of negative publicity (2016 
ACFE Global Fraud  Report) 

• creates incentive to fraudsters 

• because there is no record 
subsequent employers are unaware 

• about one in six of the repeat 
offenders who perpetrated major 
embezzlements in the last five 
years stole from not-for-profits or 
religious organizations. 

Fear of Negative Publicity
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• Segregation and/or rotation of financial 
duties.  

• Credit card policies 

• Dual signatories but banks do not have to 
enforce them  

• Access restrictions 

• Internal audits 

• Management review 

• Recruit at least one financially savvy 
board member  

• Become involved in the financials 

• Scrutinize electronic withdrawals

Prevention is key
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• Fraud can and does happen 

• Each Board member has a 
fiduciary responsibility to the 
organization which likely has legal 
responsibilities as well 

• But by implementing these 
techniques you will make the  
opportunity for fraud in your 
organization more difficult

Success is not guaranteed
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Thank you  
for attending
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